St George’s, University of London

 Information Sharing Guidance
Purpose and Legal Requirements
· The purpose of this guidance is to aid St George’s, University of London (SGUL) staff in dealing with requests for personal information from any external organisation. These requests may vary from a sharing agreement to a one of transfer.
· There are many pieces of legislation that allow or demand that information is disclosed to external bodies. This guidance explains how some of this legislation affects SGUL.

Information Sharing Overview

· There is no specific legislation which covers when organisations can share information. However, the Information Commissioners Office (ICO) have a Code of Practice that relates to data sharing. Following implementation of the Data Protection Act 2018 the Code is being updated but the main thrust of the code still applies and can be found at - https://ico.org.uk/media/for-organisations/documents/1068/data_sharing_code_of_practice.pdf 
· Information sharing must be lawful; if consent to share is not gained from the data subject then sharing should not occur unless legislation allows it.
· The request must be clearly made in writing from a recognized source. (e.g. on letter headed paper or from an official email address)
· You must ensure that when information is shared an audit trail is kept and the legislation used to share the information is clearly noted.

· The Data Protection Officer (DPO) must be made aware of all information sharing requests, excluding Subject Access Requests, received by SGUL so they can be logged on the SGUL Information Sharing Register.
Benefits of Information Sharing

· There is a tendency to take an overly cautious approach concerning information sharing but there are numerous benefits to reasonable information sharing:
· The data subject may wish SGUL to share their information

· Effective sharing of information can be vitally important in order to protect vulnerable members of society.  

· Information sharing is often vital to investigate criminal offences

Information Sharing Golden Rules
· Only share information that is necessary for the stated purpose. 
· Only share information with those who are entitled to it.

· Always check that the information is accurate and up to date.

· Information must be shared securely. 
· Only share information if you have a lawful basis to do so.
· Do not share information if it would breach anyone's human rights, the common law duty of confidentiality, GDPR or the Data Protection Act 2018.
· Inform the data subject if it is prudent to do so.

· Record the decisions and the reasons to share information.
Consent

· If no lawful basis exists for sharing information then consent from the data subject has to be given. 
· The request for consent should clearly explain the following: 
· What information you are proposing to share
· The purpose of the information sharing

· Who the information will be shared with
· Positive consent must be informed and freely given. Consent from someone without capacity to agree (or who was forced to agree against their will) is not permitted.
· Consent must be reviewed at reasonable intervals and asked for again if things change significantly.

· Consent can be withdrawn at any time.

· Any individual over the age of 13 who is judged to have capacity to make their own decisions can give consent. 
· In the case of a child they must be able to: 

· Understand the potential consequences of the information sharing.
· Understand what information may be shared.
· Understand the reason for sharing the information.
· Consider the alternative courses of action.

· Express a clear and consistent view on the information sharing. 
· It is not always advisable to seek consent. For example, if seeking consent could prejudice ongoing social care or cause harm or distress to any individual.

Proportionality

· It is important to be clear why the information is to be shared.

· The reason for the sharing should be clearly noted along with which lawful basis the information is being shared under. 

· SGUL must be clear that sharing this information will achieve the aims given by the requesting organisation. If this is not clear then the request must firstly be clarified before proceeding.
· The information shared must be proportionate to the request.

	Example: A government agency ask for address details of a looked after child to investigate benefit fraud. Sharing the address could be lawful and proportionate but sharing additional details about their care would not.




· Only information relating to the individual(s) named in the request can be released.
· As with any disclosure of information a copy of the shared information must be kept for future reference.
· It is vital to consider the balance between the aims of the information sharing and the privacy of the individual. 

GDPR
GDPR is not an automatic barrier to information sharing.

It is worth noting from the outset that data sharing between parties is perfectly permissible, so long as such sharing is done in a proper, and GDPR compliant, fashion. The sharing of data between two (or more) parties can either take the form of sharing between joint data controllers or between a data sharer and a data processor. Whilst each instance of sharing should be analysed on its own facts. GDPR increases the obligations on both data controllers and processors when compared to the situation under the Data Protection Act.

In the first instance, an examination of the lawful basis for the processing is required (consent, legitimate interests and so on). Further processing of the data beyond that which was originally anticipated is only permitted as long as the new processing activity is not incompatible with that original purpose. So at the point of considering sharing data, an assessment will be required as to whether the sharing is within the original lawful basis for processing. The data controller’s privacy notice should address the circumstances of any proposed or prospective sharing. 

DPA 2018 Exemption - Crime & Taxation:
Schedule 2, Part 1 Para 2 of the DPA 2018 allows organisations to share information that is necessary for the following purposes:

 
The prevention and detection of crime

 
The apprehension and prosecution of offenders

 The assessment and collection of any tax or duty or of any imposition of a similar nature

SGUL receives Schedule 2 Part 1 Para 2 requests from a variety of sources such as the Police and the Department of Work and Pensions. 

Checks must be made to ensure that any information sharing under Schedule 2 Part 1 Para 2 is necessary. If the stated aims of the requesting organisation can be achieved without this information, then sharing will not be lawful. It also allows organisations to refuse subject access requests where disclosing the information would prejudice any of the purposes in this section.  

DPA 2018 Exemption – Legal Proceeding requests

Schedule 2 Part 1 Para 5  allows personal data to be disclosed iin connection with legal proceedings where the information is to be used for any of the following:

To obtain legal advice

For use in connection with legal proceedings 
In order to defend legal rights.

In order for Schedule 2 Part 1 Para 5  to apply the information must be necessary. If it cannot be established that the information is necessary for any of the above purposes then the information cannot be shared.
Court Orders

· If a Court has ordered the SGUL to disclose information then this request must be treated with extreme urgency.

· The Court will set a date for the information to be shared; not sharing the information by this deadline may have serious implications for the case in question.

· Court orders will be treated on a case by case basis: 
· If the Court order simply requires the information to be printed and disclosed to court this should be completed by the team that holds the information.

· If the Court requires the disclosure to be treated as a subject access request then this will be completed under guidance from the DPO.
· If the disclosure requires legal expertise then the DPO and Director Legal Services will meet to discuss the best way to release this information
Information Sharing Agreements
· Information Sharing Agreements (ISA) are very important when two or more organisations share a large amount of personal data.

· ISAs usually take the form of a signed agreement, which explicitly relates to the sharing of specified personal information.

· The ISA will set terms under which information will be shared and outline the way that the information will be kept secure.

· An ISA does not make any information sharing legal. The usual judgments of proportionality must be made. 
For further information please contact the Data Protection Officer:
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